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Abstract China’s current legislation stipulates that a natural person has the right to request
information processors to delete personal information, but this does not mean that the last link of
the data life cycle is “deletion”, because “the right to delete” is the inevitable result of “the loss
of the legitimacy and necessity foundation of information processing”, and “data destruction” is
the end of the processing process of “data elimination”. The theoretical basis of data destruction
obligation lies in the expansion of information confidentiality, that is, from maintaining
information confidentiality to maintaining the controllability of data security risk. In the process
of data security risk assessment, if the obligatory subject cannot ensure that the important data
and personal information not used temporarily are in a safe state, an appropriate data destruction
paradigm should be adopted to reduce the security risk of data disclosure or illegal recovery. In
future legislative activities, China should clarify the specific system contents such as the
obligation subject, destruction mode and destruction scope, and complete the “final closed loop”
of data security legislation.

Keywords Duty of Data Destruction, The Right to Delete, Confidentiality Methods, Data Security Risk

Assessment, Risk Management
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