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Abstract In criminal investigation, the use of big data surveillance is increasing day by day.
Therefore, it is necessary to research whether big data surveillance will infringe on civil rights
and provide a theoretical basis for the legal regulation of big data surveillance. Although big data
surveillance aims at non-specific objects and usually only monitors non-content information, it
may still infringe on civil rights because it poses a real threat to the personal information data of
non-specific citizens. In modern society, citizens’ submission of personal information data to third
parties does not mean giving up their rights to personal information data. We should judge
whether it constitutes a violation of civil rights according to the different situations in which the
investigative organs obtain personal information data of citizens. Even if citizens are in public
places or express and communicate in the network public sphere, they still have the right to
privacy of some of their information. Moreover, for those activities that citizens do not have
reasonable privacy expectations in public places or network public spheres, long-term and
intensive monitoring will also infringe on citizen’s privacy rights and other rights. In order to deal
with the challenges brought by big data surveillance, we should research the basic connotation
and scope of civil rights in the context of criminal procedure, rethink and innovate the technical
investigation rules and their theoretical basis in the current Criminal Procedure Law of China,
and study the intervention degree of various big data surveillance measures on civil rights.
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