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(1) EEEHY S (American Management Association, AMA) #R45 Bx, & EALE 2007 4 W 458 @ 5L lg 1k . ™

2% RGO R B LB E ik 78 %, see Christian Nordqvist, 2019 Global Em ployee Monitoring Industry Statistics and

Trends, Market Business News (Nov.9,2019), https://marketbusinessnews. com/employee-monitoring/219251/,

Pt = A A0 % A2 B (Gartner) G231, B 2027 4F 4 Bk 5 15 #2 W 452 #0017 S MRS 03K 35 8] 13 4238 JC , https: //
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linkedin,
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(30 ZULME. CHRGE BTN E N NGB R —LLE BNy e ), 80 [ 1 22022 4248
3,58 102 WL,

(43 ZWHEAL . (LB 50 IS 0 B R b S A . AT OB A ISR ), 3R 2ETF iR 92021 4R45 1,
9552 W,

(51 BUWITHEPE . GEREET R TG ERT— DL H 50 ok 88 ). 3O B Bk K224 3] 2020 4E 45
4 .55 183 T,

(63 BULARBIE (AL B H A FE A U ), ¢ P B IS ) 2021 4F48 5 19,48 18 T,
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TR A 2N R GR T T U R R, ©T S B R H JU AE C AME BRI D A, L8
RZ s E T4k A A 303G A b e B A B A SR Bl T AR 1k e B TE R L) D D) RS i, C0
TEJRE GUAS NS BR3P 3 50 38 T L ) Js ), S 02 sl 28 1 B Y s

JB A NG B AR SRR T HALD NG B AR 5 Rk R 7E T AR (97 9 i) 5 (A
NAF BRI B 28 S Aty i 34 AU R DS A E B R R i BRI 18 L 97 R R 55 T A
M, IE R, He s 5 R A AE BRI RTIEC RIEZ A7, R B B R 0 B AR
A NG BARY 37 Strb R A5 A5 S 97 R U7 R a5 7 7 AL o A BT 5 bR v M AR e, 2R
—,2001 4E 3@ o I RRE 2F 29 8RR P TAE 4 (Article 29 — Data Protection Working Party,
WP2D (R T A3 AfE B 1 W) (Opinion 8/2001 on the processing of personal data in
the employment context) JUAT 4 2 H 734 Le ] J5L AR Sy 45 5 S5 00, [] Bf 1 S 43958 L 7E - H0R A
PE /NI D7 VR W 25 SN ) (4 PR 3RS An B XU, L BT 5 B % 85 & L A B0 B9 55 UAE & L i R
il 10 R IR B A TN, e R TR R T AR N A R BT A RO R A TR R
PR TR TE R A FCEOR SR MR 26 AR B o (H 2 SR I A3 A 7R 4 % 205 3 2 60, 0 8 3 e L 491 FR
il . 58,2002 4FE L 1) WP29C T 4E 37 Fr o 7 38 15 W T4/ SC 14 ) (Working document on the
surveillance of electronic communications in the workplace) 8 H , 35 A4S [6) () A 25 75 & % £ 3] —
L ) R 531 LB D D) A AR 3 T S e A e M T S e 0 2505 a3 SC A BT A ) I v B,
SCHFIN A > W AR MR A5 2 8 2 DA i it =5 5 ST, D J 5 A8 1 4 7 S 1 9 2 5 U H
BRI, ©2 5 =, 2017 A3 g B9 WP29( 5 T T AR i Bodié b 2% 3 WL ) (Opinion 2/2017 on
data processing at work) (UL N @ FR Opinion 2/2017) LL L0 55 0] A 200 JE U B0 58 T 413 58 2 8% L)
L UAEG BT N A0 45 28 R AR 37 557 b Lo ) D DO A AR 55 b o b i AR 2 g, ©1

7 ZWXIAL: OB NGB E 5 2 ), Bk 02021 4E45 5 01,55 1 1L,

cs1 S0 TER: Chae AN RAANE A AR BARS LB ), i BEL ) At 2021 4ERR L 26 25 T,

(o1 ZWRHEE] . HbBiJ5 A Bk b 1 aE AR TF ) . 38R [ )2016 455 2 .55 143 1L,

(103 See Article 29 Data Protection Working Party, Opinion 8/2001 on the processing of personal data in the
employment context, 2001, at 21.

(113 See Article 29 Data Protection Working Party, Working document on the surveillance of electronic
communications in the workplace, 2002, at 4.

(12)  Ibid., at 17.

(133 See Article 29 Data Protection Working Party, Opinion 2/2017 on data processing at work, 2017,
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g F O BRI DA A AE BAK Bl B AR 5 A7 Sy BN 32 H ) ) 22 BR R S )
WIS ZE AT BOE MY R REE S5 38 1) vk b, m) ik S B p &0 F . 1) LB s AL 4 | 2
RRUT B AN ) i T R S R A AR 1 T (20 DA B B ] 5 D) A% 0 2 A 1k AR BEAT AL
WA 2 B PO ) AN A S — IR Y [ S AR g R ) 2 B A 4 2 925 D U o [ A T L3 A T
FAE 7 T AR R R0 5 2 B i 5 B A v D 53 — O T 2 2 o R AL FAARL R ZH 4L, 90 AT L
W LB 5 LR 51 A AR DR 4P 3 5, B T R LA S 1Tk B A L A B T BT H A
U] R R A /N R AR NSO Ak B RN SO 0 A5 B A BEAT Ay L T A 5 R XU R 4

(=) Hr ERRAAMAM B KBRS

L 451 J ) Air 9 < BR il 22 BR il (Schranken-Schranke) ™, 2 BV FR i 2 B 3% A B5UF) B9 47 4 i 24
32 B BR A SAAS BT E U5 B 5] i DU 2 A AR £ 37 R AR 11 5 330 06 1 £ i DA N AR B R RS A
AEZEME . B TRHECRA Iy X R R S R A AE B AR e O & v XU R £7 R A B 2
AN SE . HrhE 2 95 Bl SR A £ 2k A 0 LS L T SR 9 3 B O f AR R TE . — 5T
RN NEEEA A B, R AR BRI SO, S B A A AN EE AR E R,
WFIE) b AR 55 3 & [ 2900 R DU B R s B Gl R H e B AR EA S M E 2
B IRAT Ry 5 A5 6] b R BN R AR T2 BRI A 3 BT, B 2 A A A 0 T R A S A M R DA
KT BN R WA FAAE X TPy 25 b ZURY AR . 55— O T, R 5L AR B R 3 BF 1E 7 iy
BEORT T S AE B AR — 8 LURD 3 R0 ) B 000 R A O I = SO E TR D1 R
AN E T 95 R RS g a7 A R [ R ) A A OR R T R D 2 I A B GE O 2 x

(143 Vgl. Joachim Holthausen. Big Data, People Analytics, KI und Gestaltung von Betriebsvereinbarungen-
Grund-, arbeits- und datenschutzrechtliche An-und Herausforderungen, RdA 2021, S.27 f{.

(153 See David J. Oberly, How Employers Can Maintain Workplace Privacy Com pliance during the
COVID -19 Pandemic, 34 Ohio Lawyer 26, 28(2020).

(163 See Arianne Renan Barzilay, Data Analytics at Work: A View from Israel on Em ployee Privacy and
Equality in the Age o f Data-Driven Em ployment Management , 40 Comparative Labor Law & Policy Journal 421,
438(2019).

an SR N AME B SE 1 A UE 2% F X X A0 R 3738 R S B ARGS9 S8 ) RO BRI PR )
2022 458 1 1,56 66 TL,
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258 S BT B AL 2y 2, B s N BGE B B35 FI 0L 43 (2022) e S ik N IR 28 222 5 BR B VB R R B B LT A R
Ay e R N R B R EEHI e 5 (2021) 58 01 R 2750 5, Jh¥E S0 rb 3 ) e 51 J U iy, 4910 4, 4%
RO ASE AV E R AR R O R g, LTI ES = N RIE BE TR R A P A3 (2022) )7 03 JHIH) 64 5 BB T A
SEFD WS 32 L T R TV AR W LT R RN R IR BTN S E A5 (2021 % 08 JH & 7 5,

(197 S ULRIAL . CEb ) D D) 33 A i 5 R B - 8RR BRI IF S 02021 4R 5R 5 1L, 55 181 TiT
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32 7T,
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B LA D S AT e S T R 5L AR B AR R AR AR, 2

BRI B 3] Do D0 7 P B 57 0 R I A 2 B B S R S, H— R AP R LR AR 2R A
M. MRS BRFES (Balloon Theory) , TIEFE A L& W K3 2 WAk &M s 55 sh35 & . Wi 24
PR B AN PN B B RA N 23 TR] L B AR SRR (9 K& 25 ™ F | . 2 T 55 3 ¢ R s M e 5L N Y B
R F B AU EE A C 098 B (0 R FE A0 8 F R B RS SR A B HAE R A
MNE BRI 50N U7 Jy ik b B ik . 3 PR IF AR S 0 AL AR OC R L R B RS B A A
WA . 23 3 AR Tm] 0 D00 0 L ) it D A Sk PR R A 0 LA A R I B0 N B ™
F oA EZE R, ) E R AE A A B A BB A B0 A NG R R R0 A S L T I PR
B BB IE [ M B, O™ R L R T TN ) B B {F R A B AT Oy A A L FR
il RSO F MM, H = 98 58 £ A3 A F R AT R R E6 A . R FEHET AT
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(223 See Shlomit Yanisky-Ravid, To Read Or Not to Read: Privacy within Social Networks . the Entitlement
of Employees to a Virtual Private Zone, and the Balloon Theory, 64 American University Law Review 53, 54
(2014).

(231 ULHTEEC210, 84 5 5L 5 25 L,
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(273 See Benjamin C. West, No Harm, Still Foul: When an Injury-in-Fact Materialized in a Consumer
Data Breach, 69 Hastings Law Journal 701 (2018).

281 B A (N AFE B REGEAS ), LI )2018 455 4 .58 90 TT,

200 S ULARE . (REHGEIET T 09 A5 BARY ), 8 B 2202019 4E55 4 1,58 39 T,

301 2L THEF : CRUR AR S 0 KRB A AR R A 450 5 7 M A 03 ), R BOA S A ) 2021 4R 55 10 1,5
32 7T,

1) SIS R N AAF B ER R A TTAE A AR P 5SS KU R 2 8 LA R KA
BEH S BE AR 02021 AEES 5 L E 21 T,

(323 ZWIKE . (USRS AME B AFAE — BRI R D) 3R I k22022 4R45 1 1,56 66 TT. 53 0L gife .
VFRAFSE : CBURAS AR B3 280 AR 90 3R B2 & 5l 1R TR )2023 4E55 4 99,5 51— 54 T,

(330 S LR 5 RME B L5 TR A RIIT AR XN Rk B R e 45 (2016) #0304 [ H) 22666 5,
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W BRI AE LT N AR F S 06 A0 15 it 38 R A 3R R 55, BN A5 TR
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(357 DLRTIEC19T, XA SC, 46 172 W1,
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Abstract The principle of proportionality has a unique value in the protection of employees’
personal information, providing procedures and standards for balancing the interests of both
employees and employers, and correcting the imbalance in the protection of employees’ personal
information. In terms of structure, the four elements of analysis are the damage to the
employees’ personal information benefits, the cost of employers’ means, the economic interests
of employers, and the social and public interests; the review process is a four stage review
process that includes the legitimate purpose, appropriateness, necessity, and proportionality in
the narrower sense; legitimate purpose uses formal rather than substantive review criteria,
appropriateness uses subjective and objective review criteria, and necessity and proportionality in
the narrower sense use objective review criteria. In terms of application, it is recommended that
the principle of proportionality be used to review the legal basis of Article 13, paragraph 1,
subparagraph 2, of the Personal Information Protection Law, which is “necessary for human
resources management”, and to strengthen the balance between the interests of both employees
and employers in workplace monitoring and other cases.

Keywords Principle of Proportionality, Protection of Employees’ Personal Information, Balance

of Interest, Legitimacy Basis, Human Resource Management
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